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Alexandra Instituttet er en almennyttig virksomhed, der arbejder med
anvendt forskning, udvikling og innovation inden for it
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FORSKNING UDVIKLING INNOVATION VARDI VAKST VELFARD
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Vi er sat | verden for at skabe veerdi, veekst og velfeerd
| det danske samfund.
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HACKERNE KOMMER

Verden set med den pessimistiske hat pa... En blanding af virkelige angreb
("in the wild”) og proof of concept angreb.

(Der er ogsa loT producenter der ggr det godt og som har stort fokus pa
sikkerhed. Blandt andet visse danske producenter.)
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VEJEN TIL HELVEDE ER BROLAGT MED 10T

Virker min loT-brandalarm, hvis der er ild i min WIiFI router?

August Smart Lock | o |
@AugustSmartLock ' 3 P |

IOS users, please hold off on

upgrading to iIOS 9. We are vvaltlnq for

our ¢ August Smart Lock © AugustSmartle Ser
The new AugustSmartLock app compatlble with iOS 9 is now

available in the App Store. Please update at august.com/app
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ANGREB PA DEN FYSISKE VERDE
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| @ First known hacker-caused.. * |
| arstechnica.com/security/2016/01 /first-known-hacker-caused-power-outage-signals-troub El| C Search ﬁ E 2 34 ® 9 m 8 =

Ukraine 2015
Ukraine 2016

ars technica

. #  MAINMENU MY STORIES: 25 FORUMS Jos

: | RISK ASSESSMENT
Finland oktober 2016 ,
First known hacker-caused power outage

Boligblokk nvarm : : :
oligblokke uden varme signals troubling escalation LATEST FROM ARS TECHNICA/UK
pga haC ke rang reb Highly destructive malware creates "destructive events" at 3 Ukrainian substations BLOCK PARTY

Minecraft finally gets a combat

(D DOS an g re b) pé_ D N S Uy PRGOS 4 DR = . 2 overhaul with v1.9 update

Europe’s top tech news,
ool A February 2016

CAN | BORROW A TENNER?

HTC Vive costs £746 in the UK; 15,000
units pre-ordered within 10 minutes
[Updated]

How XCOM 2 made me care
about the cannon fodder
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: Privacy Shield doomed from
. get-go? NSA bulk surveillance
" waved through
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LATEST FEATURE STORY .
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ALTING BLIVER EN COMPUTER

IoT Goes Nuclear:
Creating a ZigBee Chain Reaction

Eval Ronen(z=)*, Colin O’Flynnt, Adi Shamir® and Achi-Or Weingarten™
*Weizmann Institute of Science, Rehovor, Israel
{eval.ronen,adi. shamir } @ weizmann. ac.il
"Dalhousie University, Halifax, Canada
coflynn@dal.ca

Abstract—Within the next few years, billions of [oT devices will
densely populate our cities. In this paper we describe a new
type of threat in which adjacent IoT devices will infect each
other with a worm that will rapidly spread over large areas,
provided that the density of compatible [oT devices exceeds a
certain critical mass. In particular, we developed and verified
such an infection using the popular Philips Hue smart lamps
as a platform. The worm spreads by jumping directly fro
one lamp to its neighbors, using only their built-in Zigh
wireless connectivity and their physical proximity. The atta
can start by plugging in a single infected bulb anywhere
the city, and then catastrophically spread everywhere wit
minutes. It enables the attacker to turn all the city lights
or off, to permanently brick them, or to exploit them in

the next five years more than fifty billion “things” will be
connected to the internet. Most of them will be cheaply
made sensors and actuators which are likely to be very inse-
cure. The potential dangers of the proliferation of vulnerable
loT devices had just been demonstrated by the massive
distributed denial of service (DDoS) attack on the Dyn DNS
company, which exploited well known attack vectors such
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massive DDOS attack. To demonstrate the risks involved,
use results from percolation theory to estimate the critical ms
of installed devices for a typical city such as Paris whose ar
is about 105 square kilometers: The chain reaction will fiz;
if there are fewer than about 15,000 randomly located smaS=
lamps in the whole city, but will spread ﬂ'er}'-;rlwre when tf5 . ! 1 X , /\ I— E X /\ N D R /\
number exceeds this critical mass (which had almost certain e v e, : gl - = INST UTTET
been surpassed already). g 45
To make such an attack possible, we had to find a w
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new communication medium to spreud infectious malware
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RANSOMWARE loT ER FREMTIDEN
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RANSOMWARE...

* WannaCry, ramte computere
der styrede fysiske ting — dog
stadig Windows computere -
maske ikke Windows neeste

gang

The JO]( of Tech-. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN

BITCOIN, OR NEXT
TIME I SMELL
SMOKE, T MIGHT

ON STRIKE

HUNGRY? UNTIL YOU JussrL II.EEE‘L You
PAY UP AND SEND MONEY .
I'LL UNLOCK THE NEXT TIME
MY DOOR! YOU LEAVE, ITLL MY ALARM
y IiL BE COST YOU 100 SYSTEM IS
ORL'LL ONLY || [BURNING THE BUCKS TO GET GOING TO GO
BREW TOAST IF YOU BACK INTO THE OFF RANDOMLY
DECAF! DON‘T GET HOUSE, UNLESS THROUGHOUT
YOU GIVE ME THE NIGHT,
475 NOW! UNLESS YOU

DONATE™.

EXCUSE US
WHILE WE

PARTICIFATE I'M TURNING

HACKER $100 BUSY MINING IN A DDOS OFF THE
OR I‘LL REVERSE BITCOINS. ATTACK. HEAT UNTIL
fé‘i" m‘é ?F;ET%I_E Yo;.lw WARM UP
LOW BANK
OVER THIS ACCOUNT/

PLACE/

ILL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE

SEND ME 325 OR
I’LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/!

IF YOU DON'T
SEND US CASH;
YOUR REPUTATION
WILL BE IN THE
TRASH.
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MIRAI ANGREBET | 2016

Massive DDoS angreb fra loT-enheder

Angreb pa Internet infrastruktur
Problemer for:

Airbnb

Amazon

BBC

CNN

Twitter

Netflix

Problemet var alt for simple standard- DownDetector

kodeord, pa billige 10T enheder.
ANLEXANDRA
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HVAD SKAL VI SA GORE?

Vi skal som samfund kunne udnytte de
fordele som digitalisering bringer, men

have styr pa sikkerheden “Sikre Igsninger er fremtidens
konkurrenceparametre”

Producent:
Tage loT-sikkerhed alvorligt Danske virksomheder er kendte for produkter
Security by Design af hgj kvalitet
Risikoanlyser — det brand skal vi baere med over i den
digitale Verden.

Kunde/forbruger
Stil krav til leverandgrerne/producenterne
Sikkerhed som konkurrenceparameter. Alexandra Instituttets neeste nyhedsbrev har fOkl:!S pa
Undersgg om der er en uvildig :_Oigkzgrr?rhed: , €ller izlg os pa

undersggelser produkter
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http://www.alexandra.dk/

Tak for opmeerksomheden!
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